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FOI Ref: 6431
Category(ies): Staff – Contracts/HR 
Subject: Data Protection Officer
Date Received: 10/06/2022

	[bookmark: _Hlk66456130]Your request:

	Our response:


	1. Do you have a post at your organisation that is entitled or encompasses roles associated with a Data Protection Officer?
	Yes we do. 

	1. If yes, please could you provide a current job description for that role.
	Please see attached 



[bookmark: _GoBack]

	1. If you are an NHS organisation, please could you also provide the detailed 'Agenda for Change' evaluation match analysis that supports the job description.
	We do not have this information
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Job Description

Job Title: Head of Information Governance and DPO
Salary/Grade: Band 8a

Department: Health Informatics Department
Location: Rotherham General Hospital (TRFT)

Overall Purpose:

The post holder’s main role will be as Trust Data Protection Officer
(DPO) as defined under the EU General Data Protection Regulation
(GDPR) 2016 and the Data Protection Act 2018, The Regulation
specifies the minimum duties or “tasks” to be performed by the DPO.
(Article 39(1)(a)-(e) (2)

The DPO will be the contact point for the public as regards the
Regulation and liaise with the Information Commissioner’s Office as
required (Article 39(1)(a)-(e)

The post holder will lead on and be responsible for Information
Governance / Information / Information Security activities in the Trust.
This will include managing Information Governance activities (i.e. the
DSP Toolkit) and working with projects and business units to ensure
Information Governance is managed within work areas.
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Accountability

Accountable to: Director of Health Informatics

Reports to: Information Governance Committee, Caldicott Guardian,
Senior Information Risk Owner (SIRO), Trust Board.

On legal and procedural matters as laid down in the Data Protection Act
1998, the General Data Protection Regulation 2016, the Freedom of
Information Act 2000, and the Environmental Information Regulations
2002 the post holder is ultimately accountable to the Information
Commissioner’s Office and the Department of Justice.

Responsible for: 1 x Band 6 IG Manager
1 x Band 3 Admin
1 x Band 4 Caldicott Coordinator

Key Result Areas/ Responsibilities:

Communications

1.0 The post holder will be the main contact point in the organisation for
information governance & security matters, and provide technical advice to
the Information Governance Committee and Caldicott Group.

2.0 Report regularly to the Information Governance Committee and Caldicott
Group on the effectiveness of information governance across the Trust.

3.0 Act as Deputy Chair of the Information Governance Committee and the
Caldicott Group.

4.0 Act as co-Chair of the IT Security Group.

5.0 The Data Protection Officer will also carry out the function of Trust IG
Assurance and Security Manager (IGSM) running the Department for
Information Governance, providing support to the Caldicott Guardian & SIRO.

6.0 To inform and advise the Trust data controller, and their employees, of their
obligations under the General Data Protection Regulation (GDPR) and the
UK Data Protection Act 2018 and all other applicable laws and regulations.

7.0 To advise on the data protection impact assessment (DPIA) and monitor its
performance, if requested.

8.0 Work with internal departments (particularly Health Informatics and L&D) in
the development and implementation of information governance & security
policies and procedures (including training).
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9.0

10.0

11.0

12.0

13.0

14.0

15.0

16.0

Act as a consultant to projects, advising on matters relating to GDPR/ Data
Protection, information governance & security.

The DPO will also support the role of the Senior Information Risk Owner
(SIRO) ensuring that the information security requirements detailed in the
Information Governance Assurance Framework are reviewed, documented,
implemented and, where necessary actioned in the case of a security breach
reported via Data Security & Protection Toolkit Incident Reporting Tool.

The DPO will act as a Single Point of Contact (SPoC) for the Information
Commissioners Office (ICO) in respect of any reported data/security breach.

Provide advice and take action, where necessary, in response to audit
findings and recommendations in respect of information governance &
security.

Provide expert advice where Research approval and sign off are required
and where other data and information sharing requirements need informed
decisions and when complex issues such as those created under Section
251 of the NHS Act 2006 and overseen by the Ethics and Confidentiality
Committee of the national Confidentiality Advisory Group (CAG) require
decisions

Work with L&D to ensure the provision of staff awareness / induction training
on information governance & security issues and responsibilities.

Maintain the security and confidentiality of all information accessed as part of
the role.

Represent the Trust at local, regional and national Information Governance
and if required, Caldicott meetings and feedback to the IG Committee and the
Trust Board as appropriate.

Analytical Skills

17.0

18.0

19.0

20.0

To ensure resilient data sharing agreements are in place with partner
organisations and that legal contractual or deed obligations are in place and
any data flows risk assessed and mapped.

In conjunction with Health Informatics and HR staff, will investigate suspected
and actual breaches of information security and undertake reporting/remedial
action as required. Maintain a log of any incidents and remedial
recommendations and actions taken.

Continuously assess the shortfall between both actual security measures in
place and being effective and those established at a policy level thus
highlighting deficiencies for remedial action.

Work with Health Informatics to ensure a systems asset register is
maintained and identify vulnerabilities together with risk assessments of the
Trust’s information systems.
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21.0 Assess new IT/Information systems prior to purchase/build/implementation
for security compliance to NHS standards using DTAC and DPIA.

22.0 Manage the NHS IG Toolkit on behalf of the Trust.
Planning & Organisation
23.0 Manage the activities of the Information Governance Department.

24.0 Coordinate responses and action plans to meet the requirements of the NHS
DSP Toolkit.

25.0 Develop and maintain collaborative relationships with other health and
related organisations within the area and take part in joint ventures as
appropriate to provide the most effective support for delivery of patient care
within the community.

26.0 Liaise with others to ensure inputs and outputs to work are aligned.

27.0 Will need to be flexible and adjust work schedules in order to meet customer
requirements.

Policy & Service Development

28.0 Develop, implement and enforce suitable and relevant information
governance policies, ensuring that these are compliant with the Data
Protection Act 1998 and other legislation and regulations related to
information governance & security.

29.0 Develop and implement, together with suitable materials, an information
governance awareness and training programme.

30.0 Develop protocols for data sharing Trust information across public and
private sector partners that comply with the UK Data Protection Act 2018,
GDPR, Caldicott and the NHS Code of Confidentiality.

Human Resources

31.0 Demonstrate practices to other staff, and with L&D, monitor compliance
against DSPT standards for information governance training within the trust.

Information Resources
32.0 Ensure data mapping is maintained which identifies routine information flows
and associated information sharing agreements. This will include ensuring

the local mapping tool is kept current with identified flows.

33.0 Manage the Information Asset Register of behalf of the Trust, and ensure
Information Asset Owners are in place for key assets and aware of their
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responsibilities.

34.0 Ensure the Trusts policies and processes around risk management are
followed in relation to owned activities.

Research & Development
35.0 Develop and undertake audits to provide assurance that appropriate systems
are in place to manage information security, and to satisfy applicable external

requirements.

36.0 Participate in external audits of Trust activities and information
systems/processes.

37.0 Liaise with internal and external bodies in the communication of results of
audits.

38.0 Review and approve/reject Research proposals, liaising with the Caldicott
Guardian where necessary.

Freedom to Act

39.0 The postholder will shape the role and activities necessary to fulfil the
objectives of the post and will be the Trust lead on information governance &
security issues.

Patient / Client Care

40.0 The post-holder will have incidental contact with patients/clients/relatives.

Financial and Physical Resources

41.0 Responsible for a department budget.

Working Conditions:

Physical Skills: Will be a regular user of VDU and other related IT equipment.

Physical Effort: A combination of sitting, standing and walking is required.

Mental Effort: Will be required to frequently spend time concentrating on
complex issues having Trust-wide consequences.

Emotional Effort: Exposure to distressing circumstances will be rare.

Working Conditions: Will use a computer for a good deal of the day.

General:
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The post holder will support the (manager/supervisor), as required, across
the range of his/her duties as appropriate within the grading of this post.
Managers/Supervisors have reciprocal responsibilities towards staff.

In the context of the requirement for change within the NHS the above
responsibilities represent the current priorities and requirements for the post.
These priorities will develop and evolve over time. Changes will be the
subject of full consultation and agreement with the post holder(s).

This is a description of the job, as it is presently constituted. It is the practice
of the Trust periodically to examine employee’s job descriptions and to
update them to ensure that they relate to the job as then being performed, or
to incorporate whatever changes are being proposed. This procedure is
jointly conducted by each manager in consultation with those working directly
for him or her. You will therefore be expected to participate fully in such
discussions. It is the Trust’s aim to reach agreement on reasonable changes
but if agreement is not possible management reserves the right to insist on
changes to your job description commensurate with your grade/level in the
organisation after consultation with you.

The Trust requires that every supervisor and manager is aware of their duties
and responsibilities for the effective management of the Trust. The Trust has
in place various policies, which will be amended from time to time, and
additional policies will be introduced as necessary. These incorporate certain
aspects of roles and responsibilities and every supervisor/manager is
expected to carry out as diligently as possible.

You will therefore be required to undertake such duties and responsibilities
as may reasonably be required of you commensurate with your grade/level in
the Trust, in respect of: -

The Trust’'s Standing Orders

The Trust’s Standing Financial Instructions

The arrangements to do with Standards of Business Conduct

The implementation when necessary of the Fraud Policy and Response

Plan

e Responsibilities of the security and safe keeping of the Trust’'s property,
equipment, buildings and facilities

e Your duties and responsibilities to do with health and safety and welfare
at work

e The requirement to participate appropriately in the risk management
processes

e Your responsibilities to your staff for ensuring they are competent and
adequately trained to undertake the roles required of them

e To ensure that all your staff understand the Trust’s requirements to do

with confidentiality of information and in particular to avoid inappropriate

disclosure of information to do with patients.
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Person Specification

Example

Essential

Desirable

Qualifications 1.
and Training

Degree or equivalent
occupational/professional
gualification

Information Security
Quialification

Data Protection/GDPR
Certification or substantial
experience.

\/

Knowledge 1.

NHS Information Governance
Data Protection Act
2018/GDPR and Caldicott
Principles

Data Accreditation/ Quality
Assurance

A good working knowledge of
Information Security (inc
ISO17799) principles and
practices

Broad awareness of
hardware/software security
products

Good working knowledge of
information risk
analysis/management
Experience in the
development and delivery of
training material

2 2|

Skills and 1.
Abilities

Analytical and logical
approach to problem solving
Interpretation and meaningful
presentation of information
Writing reports and policies
Presentation using MS
PowerPoint or similar
software

Project Management

<. 2 =2 =2

Experience 1.

Minimum of 8 years broad IT
experience, at least 4 of
which has been in a
governance / security role
Previous experience in an
audit role

Expert user of MS Excel and
Access (or similar) for
statistical reporting

Working with Hospital
Information Systems
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5. History of developing and \/
undertaking audits

Personal 1. Excellent verbal and written \
communication skills, and
able to communicate
effectively at all levels Ability
to motivate and influence
others within the organisation

2. Self motivated and organised N,

3. Able to work under pressure N
and to deadlines

4. Driven to achieve quality N

standards

Job description Agreement

This agreement confirms that this Job Description is agreed as being an
accurate reflection of the current main duties and responsibilities of the post.

Post holder

SiIgNed. .. ..o Date.......coooeeiiiiiils
Manager

SIGNEA. ..o Date.....cooovviiiiiiins
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